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E Safety Lesson 2: Passwords
Target Audience

Key Stage 3
Learning Objectives
Students will understand the importance of secure passwords.  They will learn a technique to help them create strong and memorable passwords to protect their school work and online privacy.  

Learning Outcomes
All students will: understand why passwords should not be shared  
Most students will: create a strong and memorable password
Some students will: will research different methods of cracking passwords
National Curriculum Strand
Digital Literacy
Students should understand a range of ways to use technology safely, respectfully, responsibly and securely, including protecting their online identify and privacy.
Lesson Overview
	Timing: 60 minutes
	Key Vocabulary: password, security, password protection, verification, privacy, password cracking

	Preparation: 
· Students will need access to Vimeo.com.  This might need to be unblocked by the network manager

· Check that students have access to the following site: https://password.kaspersky.com/
· Sheets of A3 paper, coloured pens and blu tack
· headphones

· Access to teach-ict.com along with the student user name and password

· Printed copies of the news bulletin task to give out to groups of students
· Countdown timer


	Activity
	Information
	Resources 
	Time

	Starter
	Display starter.ppt on the whiteboard.  

Give students 2 minutes in pairs to think about physical methods of keeping things safe.
Take feedback from the class and write suggestions on the whiteboard.
· Some ideas are: Keys for the house, car, padlocks

· Safes in the house, in banks

· Iron bars in windows, fencing, razor wire

· Key cards – to only give certain people access

· Biometric scanners e.g. retina scans, finger print scans
	Starter.ppt
	5 mins

	Activity 1
	Put students into groups of 3 or 4
Hand out a sheet of A3 paper and coloured pens

Display ‘activity 1.ppt’ on the whiteboard

Students work in groups to answer the questions on the board.  Answers should be written on the paper.
Ask students to put their work up onto the wall using blu tack. They should spend a couple of minutes looking at other groups’ work.
	Activity 1.ppt
A3 paper

Coloured pens

Blu tack
	8 mins



	Transition
	2 minutes have been allocated to allow students time to go to the computers, log on, find the webpage and settle down to work
	
	2 mins

	Activity 2
	Tell students to log onto teach-ict using the following link:
http://www.teach-ict.com/2016/ks3/sows/sow2/s_lesson2.php
They should follow the instructions on the page and complete the activities as shown.
	Teach-ict website
Access to Vimeo.com

Agony aunt.doc
	15 mins

	Activity 3
	Put students into groups of 4-5
Give groups a copy of the news bulletin task.

Students have 20 minutes to prepare a news bulletin.

Display countdown timer on the board to keep them focused on the time
	News bulletin.doc (printed prior to the lesson)
	25

	Plenary
	Groups of students act out their news bulletin to the rest of the class.  This will act as a review of the work covered during the lesson.
	
	5

	Homework
	Create and use a set of memorable but secure passwords for all of their accounts. 
 
	
	

	Extension work
	Research ‘password dictionary attack’ on the internet and find out how this technique is frequently used to crack passwords
	
	


